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Compliance with Texas Government Code, Section 2102.015

Texas Government Code, Section 2102.015 requires state agencies to post on the
agency’s Internet Web site its internal audit plan, internal audit annual report, and any
weaknesses or concerns resulting from the audit plan or annual report. Please see the
Coordinating Board internet web site and the “Internal Audit and Compliance
Monitoring” tab under ‘About Us’ for this required information. The 2019 Internal Audit
Annual Report will be posted following its presentation to the board in October, 2019.
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o About s Internal Audit & Compliance Monitoring
CO:NETGIeGTGIEETG] Internal Audit Charter

PETETIRS et e The Internal Audit Charter defines Internal Audit's purpose, authority, and responsibility as approved by the agency's governing board.

q heport Fraud
Committees Report Fraud

° Human The Texas Higher Education Coordinating Board along with its Stakeholders, are responsible for protecting the assets and resources of the agency, and its
Resources programs. To accomplish this, Stakeholders are encouraged to report factual information suggestive of dishonest or illegal activities involving the agency
° Procurement and its programs.
= Internal Audit &
Compliance 8 Annual Internal Audit and Compliance Monitoring Plans
Monitoring
= Report
Fraud
a Rules/Statutes Annual Internal Audit Reports
The Texas Internal Auditing Act requires certain state agencies and higher education institutions to submit an internal audit annual report each year to the

Governor, the Legislative Budget Board, the Sunset Advisory Commission, the State Auditor’s Office (SAD), and the entities’ governing beards and chief
executives.

The Annual Internal Audit Plan and Annual Compliance Menitoring Plan are reports of scheduled audits by process or location that are developed each year
based on a comprehensive risk assessment. These plans are approved annually by the agency's governing board.

Internal Audit Reports

An Internal Audit report is a formal document where Internal Audit summarizes audit results and reports its findings and recommendations based on that
worl

Compliance Monitoring Reports

A Compliance Monitoring audit reﬂort is a formal document where Compliance Monitoring summarizes audit or desk review results and reports its findings
and recommendations based on that work.

Inquiries should be directed to Mark.Poehl@thecb.state.tx.us.
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Internal Audit Plan for Fiscal Year 2019

Explanatory Information - The table below indicates the status of FY 19 planned audits,
as shown on the approved audit plan, versus those accomplished during the year.

Board-Approved FY 19 Audit Plan Status of Audit at 8/31/19

Follow Up Audits (1) A Follow Up Audit of Data
Administration and Governance
THECB-IA-WP-19-207

Report date: December 8, 2018.

(2) A Follow Up Audit of Contract
Administration
THECB-IA-WP-19-211

Report date: January 8, 2019.

(3) A Follow Up Audit of Texas
Educational Opportunity Grant (TEOG)
THECB-IA-WP-19-212

Report date: February 4, 2019.

(4) A Follow Up Review of An Internal
Audit of College Access Loan
Administration
THECB-IA-WP-17-190

Report date: October 1, 2018

(5) A Follow Up Audit of Formula
Funding: Planned to complete in Fiscal
Year 2020.

(6) A Follow Up Audit of Physician
Education Loan Repayment Program:
Planned to complete in Fiscal Year
2020.

Note: Report date, September 19, 2019.

Self-Assessment of Work Quality, Self-Assessment of Work Quality
Internal Audit THECB-IA-WP-19-208
Report date: October 25, 2018.

An Audit of Formula Funding- An Audit of Formula Funding
Community College ‘“Ten Pay’ Payment | THECB-IA-WP-19-213
System at The Texas Higher Education | Report date April 1, 2019.
Coordinating Board




Board-Approved FY 19 Audit Plan

Status of Audit at 8/31/19

Status Assessment of Corrective Action
Plan Implementation to Address NTT
Texas Cybersecurity Assessment
Report

A Review of Selected Security
Awareness Practices
THECB-IA-WP-19-219: Planned to
complete in Fiscal Year 2020.

Note: Report date, September 10, 2019.

Review of Contract Management
Administration

Review of Contract Management
Administration: Planned to complete in
Fiscal Year 2020.

Review of Scholarship Programs

Review of Scholarship Programs:
Planned to complete in Fiscal Year
2020.

Note: Report date, September 17, 2019.

Review of Selected Academic Grant
Programs

Review of Selected Academic Grant
Programs: Planned to complete in
Fiscal Year 2020.

Contract Audits Performed since Fiscal Year 2015:

1. Fiscal Year 2015:

a. Review of Contract Management at The Higher Education Coordinating

Board, THECB-IA-WP-14-173, Report date: April 23, 2015.

2. Fiscal Year 2016:

a. A Review of Contract Administration, THECB-IA-WP-16-184, Report date:

September 14, 2016.

b. An Internal Audit Follow Up of Contract Management, THECB-IA-WP-16-

185, Report date: September 16, 2016.

3. Fiscal Year 2017:
a. An

Internal Audit of Contract Administration, THECB-IA-WP-17-195,

Report date: December 20, 2017.

4. Fiscal Year 2019:

a. A Follow Up Audit of Contract Administration, THECB-IA-WP-19-211,

Report date: January 8, 2019.

b. Complaint

Regarding Access to Research Data and Regarding

Competitive Grant Vendor Selection, THECB-IA-WP-19-216C,

Report date: June 3, 2019.




Consulting Engagements and Non-Audit Services Completed

The Texas Higher Education Coordinating Board internal audit function did not perform
consulting or non-audit services in fiscal year 2019.
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Texas Higher Education Coordinating Board - 2019

OVERVIEW

An External CQualty Assurance (ECQA) review was conducted at the offices of the
Texas Higher Education Coordinating Board (THECE) in Austin, Texss from July B
to July 12, 2019 for audite conducted from September 1, 2016 to March 31, 2015,

Texas Govemnment Code § 2102 (Texas Internal Auditing Act) requires an intemal
audit activity be in conformance with the Standards for the Professional Practice of
Internal Auditing, the Code of Ethics, contained in the Professional Practices
Framework a5 promulgaied by the Institute of Internal Awditors {I1A), and with the
Government Accountsbiity Office’s (GAQ) Generally Accepied Government
Auditing Standards (GAGAS). These ar colecthely mismed to as the Standards
in this Eport.

The owerall objective of the EQA mview was to determing the exient to which the
Internal Audit and Comgplance Deparment (LACD) at THECE s in conformance
with the Standards and the mguirements of the Texas Intermal Awditing Act.

The review was performed by Richard Tam, GlA, CI5A and Elizabeth Stepp, CPA,
ClA, CGAP, CAMA who atiest that they are fully gualified fo conduct this EQA
review, and are independent in all respects from THECB and the IACD. The
reviewerns utiized guidance from both the State Agency Intemal Awdit Forum
[SAIAF) Peer Review Program's sssessment tool and the WA's 2047 ~Cuality
Agsesament Manual® that include within the scope of the work evaluations and
assessments of the following areas:

- The Diregctor, Internal Audit and Compliance’s mporting relstionship

and his communication with the Agency Operating Committes, and
the Commissioner of Higher Education;

. The independence and the objectivity of the audit work performed;

- Existing intermal sudit policies and procedurss;
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- The risk assessment and annual awdit planning process;

- The planning process for indvidual audit projects;

- The audit me thodolegies used in perfoming the work;

- A review of 8 representative sample of audit workpaper files and reports;

- The workpaper documentation that supported the work performed;

- The support in the workpapers for the conclusions and mecommendations
in the audit repots;

- How the mesults of audits are communicated;

- The procedurss for following up on audit =comme ndations; and

- The knowledge, skills, discipline, and training of the staff.

Interviews were also conducted with ssecied individuals, who included, among
others: the Chair of the Board; the Chair of the Agency Ope rating Committee (AC0C);
the Commissioner of Higher Education; the Deputy Commissioner for Academic
Planning and Policy Chisf Academic Officer; the Deputy Commissioner for Agency
Operations and Communications'Chief Operating Officer; the General Counssl;
the Director of Intermal Audit and Complance ; and the audit staff.

OFINION

It is important to nots that the Standards ae expressed in terms of broad concepts
and objectves rather than detailed procedures, and their application mquires the
exercise of professional judgement. The sxtent of imtermal audit policies and
procedurss and the manner in which they ars implemented will depend wpon a
number of factore such as an sudt actvity’s size and organizafional struchurs, the
nature of itz awdt esponsibilities, its philosophy with mepect to the degrese of
operating autonomy approprate for its staff, and the expectations of it board or
govemning body and senior management.

Bazed on the work outlined above, it is the mview team's opinion conoeming:
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The 1A Stzndards:

For the period under review, the internal audit activity at the THECE “Generally
Conforme” to the A Standards, and the Code of Ethics. This is the top rating
provided within the 1A guidance, with the others being “Parizlly Conforms™ and
“Dioes Mot Conform”™. For a detailed list of conformance to individual 1A Standards,
pleass ses Attachment A. The mview t2am has identified opporunities for further
enhanding the internal audit activity, details of which are provided in this mport.

The GAD Standards

For the period under evisw, the ICAD at the THECE has in place, in all material
respects, the appropriale processes and procedures in place to recefve a Pesr
Review FRating of “Pass™. This rating is the highest of the threse ratings provided
within the GAO Standards, with the other ratings being “Pass With Deficencies”,
and “Fail”. For a detailed Est of conformance to individual GAD Standards, pease
ses Aftachment B.

The Texas Intemal Auditing Act
As of July 12, 2018, the intemal audit activity at the THECE conforms to all
requirements.

This mport should be sent to the Chair of the Board, the Chair of the Agency
Operating Committes, and The Commissioner of Higher Education.

Z? ;_,r‘

Richard H. Tarr, ClA, CISA
External Cuality Assurance Team Lead

Jagie Sfepp

Elizabeth J. Stepp, GPA, CIA, CGAF, CAMA
External Qualiy Assurance Team Member

Rickard H. Tarr, CISA,CIA

10
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OBSERVATIONS

The Director of Indemal Audit and Complance is a CPA (Cerified Public
Accountant), a ClA (Cerified Intemal Auditor), a CISA (Cerified Information Systems
Auditor), and a CFE (Ceried Fraud Examiner) with extensive auditing expenence in
hagher education, is very efledively managing the WWCD, has a good working
relationship with the ADC and iz well respecied by senior executives at the agenoy.
He is also well mepeced by the IACD staff.  He mpors fundicnally to the ADC and
administratively to the Commisssoner for Higher Education as requied by the Texas
Internal Auditing Act.

The IACD has a strong Iniemal Audit Charter that authorizes the staff o hawve full,
free, and unmestricled access o all fundctions, moords, property, and personnel;
allocate resources; have full and fee access to the ADC: sst audit frequences;
select audit subjects; delermine the scope of work, and apply the iechnigues
regquired to accomplish audit objectives. All of thesse are requircrments of the 4
Standards. Ako, the ACC must approve decsions regarding the appointment and
removal of the IACD Director. This enables the IACD to be very independsnt and
capable of rendering cbiective assesements and conclusions when conducting their
work. The deparment also has a very wel thought ouwt nsk-based annual audit
planning procesa that is approved by the ACC for both iniemal agency audits and
compliance audits at the components.

The interviews conducted with the Board Chair, the ADG Chair, the Commissioner of
Higher Bducation and senior agency manegement indicated that there is strong
support for the scope and type of audit work the ACD conducts. A confidential
survey of JACD audit customers conducied during the review indicabed that over 999
of those surveyed rated the deparment excelent and good on 18 different criteria.
This is a very positive rafing and speaks well of the proke ssionali=m and ability of the
Director and the audit staff.

Richkard H. Tarr, C

11
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A sample of audit workpapers was reviewed and verified that the conclusions and
opinions communicgted in the audit repors that are issued are approprately
supporied. The awdit projects were approprately planned and the work performed
was adequately documentsd in accordance with the Standards. Thers was
evidence in the workpapers that the audit work was conducked at a wery
professional evel. The audit programs were appropriaiely miEenced to the audit
stepe. The tests periormed during the audits and the conclusions contained in the
audit reports wee supponed by the work documentad in the workpapers. There was
evidence that the workpapers are thoroughly reviewsd by someons other than the
person who performed the work and the Director reviews all the workpapsrs and
the audit mports before they are Bsued.

OPPORTUNITIES FOR CONTINUOUS IMPROVEMENT

While the intermal audit activity at THECE generally conforms to the Standards,
the following comments and recommendations are inended to buid on the
foundation that is already in place with the objective of further improving on the
efficacy and value of the audit work being performed. Thess are not inEndsd 1o
cormect a lack of conformance with the Standards. They are operational ideas
b=zed on the experences of the exiemal review t2am from working with other
intermal audit activities.

1. The department would benefit from enhancing direct supervision of the
Internal Audit, Compliance Monitoring, and Federal Compliance
functions.

Curently while thers is an Intemal Audit Lead position that provides project-
evel assistance to the two inlemal awdit staff members, direct supervision of
the thres internal audit stafi, the four Compliance Monitoring staff, and the
Federal Compliance Speciskst is provided by the Director. This amangement
mguires the Director to review and approve, in detail, the audit planning and

12
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wiork of eaght staff members in addition to a long Est of other responsiilities.

The agency would be befter served if someone were gnen day to day
supervisory responsiities over the Internal Audit, Compliance Monstoring, and
Federal Compliance functions. While the Director would s8ll have overall
maponsibility for the quality of the work performed by the staff, his review could
be less detailed allowing him the time to deal with higher level concems at the
Board and Commizsionsr level. This would also allow someons else in the
deparment the opportunity fo gain supenisory sxpernsnce.

Response:

We agres with the recommendation to ingeaze the lavel of direct supendsion
over the Infernal Audit, Compliance Monitoning, and Federal Compliznce
funcions. The Direclor, Infernal Audit and Compliance, will evaluate cument
roles and responahbiiies within the department, and make changes o acfieve
enhanced direct supenision. Target dafe for responsibiites to be re-aigned =
by Nowember 1, 2008,

2. Provide the Agency Operations Committee and the Commissionsr a
periodic report on the status of audit recommendations.

Currently IACD creates and distributes individual follow-up reports on the
statuz of previous awdit recommendations for auddt and mview projects
conducted at the agency and the instifutions of higher education. Preparing
and distibuing indwidual folow-up mpors to the Agency Operatons
Committes and the Comméssioner i time consuming and makes it difficult for
thess mcipents to get an oversight view of where thers may be delays or
izswes that would need their attention.

It would be more efficient and efiectie if IWCD maintained and distibuted an
on-going status mport that fracked all outstanding recommendations either from

Richkard H. Tarr, CIS

13
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on-zight sudits, desk reviews or agency sudizs to the Apency Opserafions
Committes and the Comméssioner. This report could be a simple spread shest
that imcludes: a bref descoption of the mcommendstion; the dale the
moommendation was agresd to be impementd by; whether or not it has been
implementsd; and the name of the person directly esponsibe for
implementation. This spread sheet could evwen be color coded as o the status
of the implementation. “Completed” recommendations could be color coded as
green, “in process” coded as yellow, and “past dus” coded as red. This report
would maks it =asier for the Agency Operations Commities and the
Commissioner to stay curment overall on the status of recommendaticns at both
the apgency level and at the institution of higher education el

Response:

We agres with the recommendation fo prowide high level sfatus reporting on
Irternal Audit and Compliance Monforing recommendstions. Efective with the
fizcal year beginning September 1, 20019, recommendations outstanding wil be
fracked and & penodic repot will be provided to the Agengy Operations
Commiftes and the Commissione.

14
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Attachment A: Summary of 114 Standards

PG

Owerall Evaluasion

Definiton of Inemal Auditing

Code of Efhics
[ ETTAIEOTES STANDERDS
1000 | Purpose, Authority, and Responsibiliy
100 Racognition of the Definition of intsmal Auditing, the Coda of
Ethios, and the Standards in the Intemal Audit Charter.
T | Indepentence and TH[Ecy
1110 Omganizational Indepandancs
1111 Diirsct InteracSon with the Board
1120 Indidisal Objacvity
1130 Impaimants to Indepandsnos or Dhisctivit
1200 | Proficiency and Due Professional Care
1210 Profice noy
] Diue Prokssional Cars
1250 Cantinusing Professional Dewalopment
BRI TENGE and [mprovement [E
1310 Reaquirements of the Cuality Assurancs and
Improwamant Progeam
1311 Intamal Assassmeanks
131 Exismal Asssssments
1320 Feaporting on the Guality Assurance and Improve ment
Program
1321 Usa of “Conforms with the infernational Standards for fhe
Professional Fractios of internal Avditing”
[ Dischosurs of Moncomommancs

Richard

15
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PG
[ FERFOREANCE STANOEADE
[ 2000 | Managing the memal A Acthiry
O Flarring
2020 Communicason and Approval
2030 FesaLr e Marage ment
2040 Puolicics and Proacsdun
2050 Coominadion
2060 Fiepeoring o Berio! Marapement and he Boand
2070 Exornal Eorvios Frovider and Ovganizasonal Responsibiition for
Imtarral Aude
[ D00 | Majum ol Work
210 Dows mance
20 Flisk Maroage ment
130 Caonirl
1300 | Engagement Flanning
2 Flarming Consideraions
0 Ergagems nl Cojecives
2230 Engagemeni Scops
2230 Engageme ni Fssourm Allcaion
P Engagema il Work Frograms
T30 | Performing the Engagement
2310 Idenifying imormation
2320 Aralysis and Evaluaion
2330 Documenting Informasan
23£0 Engageme ni Supsivision
2400 Communioating Fesulis
2410 Crifera for Communicading
2420 Cualty of Communicaiors
FLES ] Emaors and Omissions
2430 U ol "Corcucied In Conlormancs wih e Infemalicnal Sinoarcs
For fhe Professional Frackoe of Irienmal A wdeng™
FE] Ergageme il DIscksul of Honconfamancs
L] Dissaminating Resuis
2450 Owerall Cpinions
[ 2500 | Monioring Frogess
2600 Resohution of Senlor Managemsni’s Acospiancs of Risks

16
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Attachment B: Summary of GAD Standards

General (107)

Independance 155}

Professional Judgemsent (3)

Compeatence (13)

Cheality Control & Assurance (2&)

Performance (85)

Planning (52}

Supervision (3]

Evidenca [25]

Diocume nitation 7]

Heporting (44]

17



Internal Audit Plan for Fiscal Year 2020

TEXAS HIGHER EDUCATION COORDINATING BOARD
INTERNAL AUDIT & COMPLIANCE MONITORING
Internal Audit Plan
Fical Year 2020

The Tesas Interral fuditing Act resuires state sgency Inbemal Auditors to mnduct & program of auditing
that includes an annual audit plan, & prepared usng sk asmesement ecriques, and identifies the

ird il sudits to be conduchsd during the year. The fallowing proposed plan mests the requirements
of the: Texas Internal Auditing Act.

Spedific risk factors were corsidensd a5 they apply to the agency’s sigrificant operational acthvides
These risk factons inchuded

Financial significance
Reputational significance and vigiility
Compiesdty; inherent risk; and the potentisl for sbuse
Prior st ard compliance maniorng results a5 an indicator of aontrol effethweness
Aaudit recercy — intemal audit, compliance monitoring (s appiicable), KPMG, 540, and/or Federal
autons
= (hanges: in misSon or key management
A rigk-ranked listing of Sgnificant operational sctivities became the bags for the audits propossd for
considenstion hensin,

A Required Audits

Estimated Hours Beguired

1. Foliow Up of Prior Audits 460
Ay the ryarmantation st oF previously raported intemal sodlt
firaclivags iy e Areas of College Access Laan Frogram, Dt Admelnbsiragion
an ianvemance, Formly Funcling, Physiosn Sdpcatiov Loan Repayment
Program, and Contract Mansgement

2 Gelf-fasesament of Waork Qualty, Infermal Audit 130
Ferform & saf-acresament of intermin’ sudlt work gualty, & acoordlings

Investigations. i _
Tengas Govermumend Code Chapter 3210227, Coordinabon of Inestigations,
Tengay Stade duditor’s Ofice. I the acminsstrative hesd of an agency that
5 sedgect fo At by the stade seelifor fas ressonsbie cause bo ballewe that
money receed fom the state by the agency o By 8 cient/tepartment of
e agpency mdy R beev b, mvsapyrmyiristad]. o e, or Bhat offer
Fravdivent or ualieillf conduct fes ocoured i relation o e gpersbion o
B agenxcy, e achmarnitrative heasd shal report Hie resson and basis for
e el e it suitor. The state suclior may fmestigas the moont

18



& may mcnitor Ay imesigation dnducted by the agency.

4. Provide fagstance-Extemal Audit of Agency Finandal Statements i
Jrnterran Akt providess 50 Aours oF Audit seyppont o redice endermal
At e s fo incrasss te e’ of knowiscipe of evterar suditors”
At of the agency’s nandsl datements and sssociated s,

5. Origoing Stetus Assesarent of Correrthes Action Plan [mplementation 470
o Aciires, WTT Texas and ATET Cybersacurty Astsament Reports
Asrfirm ar ongoing Stafus sssesament fo Soae He impkementasion
status of the corrective action plin preparsd fo sobfrsces necommendlations
frewrs dhes 2007 NTT Tt e Seruuify Adsiessirend Repert?, and fom e

2008 ATET (iberssrnrity dosasument Raport

B. GAD Purfsrmance Messires Folow U fodit 1m0
Berfixm 3 Bl cgr ol o SAD Performance Masiures o the
Cherminating Boare!

B. Risk-Based Audits

7. Infrmation Security Paicy Complisne 470
Renisw compllans with sslect pronisions: oF sgency ionmasion sty
podcy:

B. Review of Bonds Program 470

Reigw the intermal admiristrative sctiuties of bonds fr aompliancs,

0. Human Besouress Polley Complianos 450
Bevisw cormpiance with Ssisct provisions oF B0ency R resources
Py

10. Review of Contract Managermnent Admiristration 450
Aeiw of Agency coritrad Adfminsdnation procedes B conmpiiane
Wit i, regulations, policiss, and orocecbres.

* Tisms Administrative Code |TAC) 202 requires sn independent revisw of the state szency's infonmation seurity
[rogramL

19



External Audit Services Procured in Fiscal Year 2019

The agency contracted with KPMG, LLP, to perform an independent audit of the
agency'’s Fiscal Year 2018 Financial Statements. As part of the agreement, the agency
provided 50 hours of internal audit staff support to KPMG, LLP.

Reporting Suspected Fraud and Abuse

Actions taken by the agency to address the requirements of Section 7.10.Fraud
Reporting, General Appropriations Act (82nd Legislature), Article IX and Government
Code, Section 321.022.Coordination of Investigations, include:

1) Established a fraud prevention policy and posted the policy on the agency
intranet for the employees. The policy encourages reporting of suspected
violations to the State Auditor’s Office Fraud Hotline.

2) Established a link to the State Auditor's Office Fraud Hotline on the agency’s
home page to enable the general public or employees to report suspected fraud
or misconduct directly to the State Auditor’s Office.

3) Coordinated with the Special Investigations Unit of the State Auditor’s Office to
investigate suspected fraud.

4) Provided ethics-related information to all new employees as part of the
orientation process.

20
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