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September 24, 2018   
 

Dr. Raymund A. Paredes 
Commissioner of Higher Education  
1200 E. Anderson Lane 
Austin, TX 78752 
 
 
Dear Dr. Paredes: 
 

The July 2018 status report provided by management to the Agency 
Operations Committee was accurate regarding actions taken to implement 
the recommendations in the NTT Texas Cyber Security Assessment Report at 
the Texas Higher Education Coordinating Board, issued June 2017 (see 
Appendix 1).  

 
Our review focused on assessing the accuracy of management’s most 

recent report of corrective action status, dated July 2018. The assessment 
also considered actions taken between the last official report in July 2018, 
and our fieldwork in August/September 2018.  

 
Our status assessment provides an outside evaluation of the agency’s 

information security program as required on a biennial basis by Texas 
Administrative Code Chapter 202 Information Security. Our audit included 
reviewing the NTT assessment and obtaining a status update with relevant 
documentation to determine the implementation status.   

 
We conducted this audit in conformance with the International 

Standards for the Professional Practice of Internal Auditing. Additionally, we 
conducted this performance audit in accordance with Generally Accepted 
Government Auditing Standards. Those standards require that we plan and 
perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis 
for our conclusions based on our audit objectives.  

 
The NTT assessment provided 72 recommendations divided into five 

categories. The most significant recommendations related to areas where the 
“maturity” of a scored element was at level two, on a scale of zero to level 
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five. NTT scored 34 of 72 of its recommendations as level two maturity. 
Maturity levels zero to five are defined in Appendix 2. 

 

 
 

Details # of Recommendations 

Recommendations Reported by NTT 
Data at Level 2 

34 

Areas Remaining at Level 2, Verified 
by Internal Audit 

16 

Recommendations Reported by NTT 
Data at Level 3  

38 

Areas Remaining at Level 3, Verified 
by Internal Audit 

32 

 
 
The cooperation of your staff during this review was greatly appreciated.  If 
you have any comments or concerns on the conduct of this review, please let 
me know. 

 

Sincerely, 
 

 
Mark A. Poehl, CPA, CIA, CISA, CFE 
Director, Internal Audit and Compliance 
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PERFORMED BY: 

 
Aporajita Ahmed, CPA, CFE, CITP, CGMA, CICA, Cyber Security Professional, 
Internal Audit Lead 
 
cc:  
 
THECB 
 
Board Members 
 
Commissioner’s Office 
Ms. Linda Battles, Deputy Commissioner for Agency Operations and 
Communication and COO 
Dr. David Gardner, Deputy Commissioner for Academic Planning and Policy 
Mr. William Franz, General Counsel 
Ms. Zhenzhen Sun, Assistant Commissioner for Information Solutions and 
Services 
 
 
STATUTORY DISTRIBUTION REQUIREMENT 
 
Legislative Budget Board  

Ms. Julie Ivie 
Governor’s Office of Budget & Planning  
 Mr. John Colyandro 
State Auditor’s Office  
 Internal Audit Coordinator 
Sunset Advisory Commission  
 Ms. Jennifer Jones 
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Appendix 1 

 
Status Update by THECB Management in July 25, 2018 
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Appendix 2 
 

Capability Maturity Model as developed by Department of Information Resources 
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