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Information Security Governance at THECB
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Biennial Cybersecurity Framework Assessment

Texas Higher Education Coordinating Board

• As a state agency, the Coordinating Board is required by the statute to go
through a biennial review of its information security program for compliance
with the standards set forth by the Texas Cybersecurity Framework.

• In the first quarter of 2021, AT&T Cybersecurity, vendor contracted by the
Department of Information Resources (DIR), conducted an assessment on the
42 control objectives implemented at the agency.

• AT&T Assessor presented the final report and key recommendations at the
April 2021 AOC meeting.
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FY2017 – 2021 Overall Maturity Scores
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Key Recommendations - FY2021 Assessment

Texas Higher Education Coordinating Board

• Document and review all accounts with elevated access and develop a strategy for
sustained minimization.

• Work with general counsel and procurement leadership to define the agency’s base
set of contractual security requirements for information technology with third
parties and include the additional contractual terms and conditions for Cloud
technologies.

• Baseline configurations should be thoroughly tested, formally approved, and then
modified only through change control.
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Thank You!
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